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§  Analysis of security issues of industrial control systems  
§  Analysis of the public discourse on cyber-physical systems and their 

impact on society in the media 
§  Monitoring of cyber-physical systems 

§  Model-based anomaly detection approach  

§  Definition of outlier thresholds by machine learning methods 
§  Classification of anomalies 

§  Honeypot 
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Main Objectives 



§  Combination of information processing components with physical 
processes and objects 

§  Among others, heavily in use in critical infrastructures an industrial 
control system (ICS) 

§  Increasing connectivity over the Internet 

§  Opening a system makes it vulnerable to attacks 
§  An attacker may  

o  steal data  
o  modify data 
o  inject false data 
o  modify the process 
o  damage the plant 
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Cyber-physical Systems 
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Industrial Control Systems 



§  Design a monitoring system 
o  Define patterns of normal behavior of the system 
o  During operation compare the system’s behavior with these patterns 

§  Find these patterns by machine learning methods 
o  Observe and acquire the normal behavior of the production system 
o  Execute attacks against the system and compare the behavior 
o  Define outlier-thresholds 

§  Implement a monitoring tool that checks system behavior 
during operation and in case of an anomaly sets an alarm 
o  Use cheap and easy-to-integrate hardware 
o  If an anomly is detected try to classify it 

§  Do everything with real industrial hardware to stay close to 
reality 
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Project Idea: Model-based 
Anomaly Detection System 



§  Conveyor belt setup 

§  Industrial Components 
o  Siemens S7-1200 Programmable Logic Controller (PLC) 
o  Siemens Human-Machine Interface (HMI) 

§  Utilizes sensors and actuators 
o  Proximity sensor 
o  Temperature sensor 
o  Motor 
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CPS Scenario 
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Test Setup: Conveyor Belt 



§  Supports popular industrial protocols 
o  Modbus, S7 

§  Near real-time acquisition of data from the PLC 
o  e.g. request every 50 ms 

§  Data to be acquired is defined in the config file 
o  e.g. Modbus memory addresses  
o  All sensor and actuator data is logged 
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Data Acquisition 

TIME	 LED_H	 LED_E	 LED_R	 CONV	 ON_BT	 LB_1	 LB_2	 LB_3	 LB_4	 EMER	 CNT_A	CNT_T	 TEMP	 DUR	

11:18:08.631	 0	 0	 1	 1	 1	 0	 1	 1	 1	 0	 1	 0	 20.000000	 46	

11:18:08.688	 0	 0	 1	 1	 1	 0	 1	 1	 1	 0	 1	 0	 20.000000	 57	

11:18:08.732	 0	 0	 1	 1	 1	 0	 1	 1	 1	 0	 1	 0	 20.000000	 44	

11:18:08.810	 0	 0	 1	 1	 1	 0	 1	 1	 1	 0	 1	 0	 20.000000	 78	
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Data Visualization 



§  Acquired data is represented by a time series 
o  Reduces the dimensionality 

§  Previously defined features are extracted automatically by 
RapidMiner 

§  Examples 
o  Minimum, maximum value 
o  Arithmetic mean, Standard deviation 

§  A set of 35 features is extracted for each logged data file 
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Feature Extraction 

cntt_stdev	 cntt_avg	 temp_min	temp_max	temp_stdev	 temp_avg	
3.30167	 4.826559	 20	 60	 12.87631	 53.30429	
3.31753	 4.772553	 20	 60	 13.08286	 53.13698	

3.289105	 4.758327	 20	 60	 12.66858	 53.60363	
3.288405	 4.800213	 20	 60	 12.61219	 53.63203	
3.29452	 4.763752	 20	 60	 12.77102	 53.50218	



§  Semi-supervised approach based on normal system behavior 

§  Using RapidMiner experiments with various algorithms were 
conducted 

§  Algorithm calculates an outlier score for each example set in the 
training data 

§  Best result with k-nearest-neighbors algorithm 
o  Bregman divergence with k=3 
o  outlier score of the training data is fairly low and ranges between 0.007 

and 0.043 

§  Definition of a threshold for valid behavior 
o  Threshold is calculated by multiplying the average outlier by four à 0.1 
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Valid Behavior Model 



§  Classification process tries to 
identify whether  
the anomaly is known 
o  Probabilistic classifier predicts an 

anomaly  
class with a sufficient degree of 
certainty 

o  Unknown if no class matches 

§  Main part is a labeled model 
o  Behavior model as basis 
o  Examples for certain behavior 

(attacks) 

§  Training data is needed 
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§  Training of cyber-attacks under supervision 
o  Man-in-the-Middle attacks over Ethernet and Wi-Fi 
o  Denial-of-service (DoS) attack against the industrial devices 
o  S7 communication protocol attack against the PLC 
o  Dictionary attack against the PLC web interface 

§  Training set contains 45 instances, 20 valid and five for each attack 

§  Trained with naive Bayes 
o  10-fold X-Validation achieved 

an accuracy of 96 % 
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Evaluation - Training 



§  Classifier calculates predictions for trained classes 
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Classifying Unknown Data 

true(label)	 prediction(label)	 Valid	 DoS-PLC	 S7-Temp	 MitM	 MitM-WLAN	 Dict-Web-Login	

Valid	 Valid	 0.977	 0.000	 0.003	 0.019	 0.001	 0.000	

Valid	 Valid	 0.979	 0.000	 0.004	 0.016	 0.001	 0.000	

MitM	 MitM	 0.090	 0.016	 0.016	 0.859	 0.018	 0.000	

MitM	 MitM	 0.018	 0.029	 0.021	 0.886	 0.046	 0.000	

MitM-WLAN	 DoS-PLC	 0.000	 0.411	 0.114	 0.001	 0.347	 0.128	

MitM-WLAN	 MitM-WLAN	 0.003	 0.000	 0.000	 0.005	 0.989	 0.002	

Dict-Web-Login	 Dict-Web-Login	 0.000	 0.023	 0.005	 0.000	 0.014	 0.959	
Dict-Web-Login	 Dict-Web-Login	 0.000	 0.047	 0.004	 0.000	 0.009	 0.940	
DoS-PLC	 S7-Temp	 0.000	 0.000	 0.915	 0.085	 0.000	 0.000	

DoS-PLC	 DoS-PLC	 0.000	 0.947	 0.009	 0.019	 0.005	 0.019	

DoS-PLC	 DoS-PLC	 0.000	 0.937	 0.005	 0.012	 0.022	 0.024	

DoS-HMI	 MitM	 0.234	 0.076	 0.000	 0.688	 0.002	 0.000	

MitM-PLC-HMI	 Valid	 0.792	 0.001	 0.006	 0.195	 0.007	 0.000	



§  Implementation on a Raspberry Pi 3 

§  Java-based 
o  Portable between devices 
o  Easy integration of RapidMiner 

§  Config file 
o  Initial setup, memory addresses 

§  Two modes 
o  The definition of a valid behavior  

model and attack model 
o  Analysis of current system activity 

§  WebSocket Server  
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§  What is the contribution of the media to inform the general public 
about applications of cyber-physical systems?  
Ø  There is information about CPS, but mainly with an emphasis on 

application and products 

§  How detailed is the media coverage about cyber-physical systems?  
Ø  Not very detailed and focused on profitability 
Ø  Not very critical, omitting problematic issues 

§  Did the media reporting change during the time of  analysis with 
respect to intensity, choice of topic or the way of reporting? 
Ø  There was at least a slight tendency to find more mentioning of the 

security aspect along the timeline 
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Media Analysis  



Honeypot 

§  Objective:  
o  Identify potentially malicious intentions by finding anomalies within 

network traffic and activities between relevant components. 

§  Solution: 
o  Concept of a general honeypot 
o  Mapping of usual components 
o  Mirroring of a cyber-physical system via ModBus 
o  Attacker should have big problems to identify the real system 
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Honeypot 



§  Anomaly-based attack detection and classification provides 
promising results 
o  Attacks that modify process values were detected with high accuracy 
o  Even non-modifying attacks (e.g. MitM) could be detected 

§  We tested the approach based on data from a real production 
system (dip tank) provided by MAN SE 
o  Simulated attacks 

§  Further work 
o  Create a valid behavior model based on a state diagram of the 

production system 
o  Distinguish between environmental anomalies and cyber attacks 
o  Test the approach on a large scale production system 
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Conclusion 
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